Lucky Games Limited service's privacy policy

General rules of privacy policy
We always declare that we will do everything possible to protect your personal information, keeping in mind the matters listed below.
By establishing "person in charge of personal information management" about personal information of customers, business partners, our employees, always thoroughly educating employees, improving internal control and improving system security, We will strictly protect your information.
When receiving and using information from customers, for the provision of various services accompanying credit card settlement, proper credit review and business management, the range specified in the Lucky Games Limited User Agreement, various contracts We do not acquire, use, or provide beyond the range while minimizing it within. In addition, we will take necessary measures to that end.
In order to improve the service and convenience to customers, we may provide or deposit customer's information to affiliated companies affiliated with credit card companies etc. within the above-mentioned range We will select and implement companies that have sufficient personal information protection level.
We will endeavor to manage your information in the latest and accurate state at all times. In addition, in order to protect the interests of customers, we will properly verify the identity of the customer based on the customer's request, respond to the request for disclosure, and as a result we will promptly correct any incorrect information.
We will take safety measures against threats such as unauthorized access to personal information, loss, destruction, falsification and leakage of personal information. When threats become obvious, we will endeavor to rectify safety measures.
About sending e-mail We may guide you a variety of information useful to you by e-mail (including procedure by mail). For customers who do not desire, we will respond promptly to the offer of suspension.
Security measures on the system side Introduction of a firewall and preventing illegal entry from the outside. For data communication of personal information, SSL encryption technology and proprietary encryption technology are used together, and the server is fully monitored in locked data center where security guards stay 24 hours a day. In addition, all settlement information such as card information is encrypted and stored in the database.
We will continuously review, improve, and operate the "personal information protection management system" in compliance with laws, guidelines and other standards concerning the handling of personal information.
We regularly audit and we will do everything possible to comply with our privacy policy.
Privacy policy
In this Privacy Policy, we will explain how we collect, save, use and protect your personal information. You agree not to register, sublicense, or distribute any of our products, services, contents, functions, technologies, or functionality (collectively "Lucky Games Limited Service") provided on our website and all related sites, applications, By accessing or using it, you agree to this policy and you have agreed to collect, save, and use personal information. Unless otherwise agreed upon by the agreement, this Privacy Policy stipulates the use of Lucky Games Limited service by Lucky Games Limited users (including but not limited to those who use the Lucky Games Limited service in the course of trading or business). We can revise this "privacy policy" at any time by posting "revised version" on our website. The revised version will be effective with the published effective date. Also, if significant changes are included in the revised version, we will notify you by placing it on the "Update Policy" page of our website at least 15 days before the change. Upon completion of this 15-day notice period, we have obtained an explicit consent to all changes in this Privacy Policy.
Collect user information
When you use the Lucky Games Limited service, standard log information such as the IP address and the type of browser you use and the page you accessed on Lucky Games Limited website will be collected.
When using the Lucky Games Limited service, the following information is gathered.
Contact information - name, address, phone number, email address, and other similar information
Financial information - Credit card number you presented when you linked to your account or using Lucky Games Limited service
Before you approve the use of Lucky Games Limited service by you, we will check your identity or address, such as date of birth, identification number, nationality and other identity verification information We may ask you to submit additional information to manage risks. In addition, we may obtain information about customers from third parties such as credit research center and identity verification service.
While you use the Lucky Games Limited service, we collect information about your transactions, other activities on the website, or use of the Lucky Games Limited service. In addition, for the purpose of fraud prevention, we may collect information about your computer and other access devices.
When you access or use Lucky Games Limited's mobile app or Lucky Games Limited's mobile site, Lucky Games Limited will notify you about your location and mobile terminal information (terminal unique identifier You can receive it. Lucky Games Limited can use this information to provide services based on these location information, such as advertisements, search results, and other customized content. Many mobile terminals can manage and invalidate the location information service on the setting menu on the terminal side. If you have any questions about how to disable the location information service on your device, please contact your mobile service provider or manufacturer of your terminal.
You may choose to provide us with access to certain personal information stored by third parties, such as social media sites (eg Facebook, Twitter). The information we receive depends on the site, and it is managed by that site. By associating an account managed by a third party with your Lucky Games Limited account and approving Lucky Games Limited access to that information, you agree that Lucky Games Limited will collect, store and use that information in accordance with this Privacy Policy It will be done.
That is, we can gather additional information from customers and gather additional information about you from other sources. Other sources of information are the contacts of our customer service team, the responses when you helped with the survey, the conversations with the employees of Lucky Games Limited's group companies and other companies (for each company's privacy policy and applicable law Other accounts with reasons that you believe are managed (in part or in whole) by the customer. Also, due to quality, educational purpose, or security, telephone conversations with customers are monitored or recorded. By communicating with Lucky Games Limited, you agree that the communication may be heard, monitored or recorded without additional notice or warning.
Handling sensitive (sensitive) information
Lucky Games Limited includes political views, religious beliefs (religion, thought and belief), accession to labor unions, ethnicity, race and domicile, health care and sexual life, As well as information on crime history (hereinafter referred to as "sensitive (sensitive) information") as a general rule and does not use and will not be provided by any third party. In such cases, we may acquire sensitive information (sensitive information), use it or provide it to a third party as much as necessary, but Lucky Games Limited will strictly manage such sensitive information even in these cases.
When based on laws and regulations
Necessary for protection of human life, body or property
Particularly needed for promotion of public health improvement or healthy development of children
When it is necessary to cooperate in carrying out the affairs prescribed by laws and regulations by a national institution or a local public entity or a person entrusted thereto
In case of acquiring, using or providing third-party sensitive information as far as necessary for the transfer of rights and obligations by inheritance procedure
From the necessity to ensure proper operation of Lucky Games Limited, when acquiring sensitive use (sensitive) information, providing it or providing it to a third party based on the consent of the person himself / herself to the extent necessary for business execution
When biometric authentication information that is sensitive (sensitive) information is used for identity verification based on his consent
Use of cookies
Cookie, Web Beacon, Local Storage, and Similar Technology: When you visit our website or use the Lucky Games Limited service, we (including companies affiliated with us) Or create a small data file on another device. These data files may be cookies, pixel tags, "Flash cookies", or other local storage provided by your browser or related applications (collectively "cookies"). We recognize cookie as our customer, we provide Lucky Games Limited service, content and advertisement tailored to the customer's application, measure the promotional effect, that the security of the customer's account is not compromised It is used for the purpose of confirming, reducing the risk and avoiding illegal use, improving the reliability and safety of our site and Lucky Games Limited service as a whole.
Lucky Games Limited cookies can be rejected if your browser or browser add-on permits, but to protect the security of websites managed by fraud or Lucky Games Limited Lucky Games Limited's This is not the limit if you need cookies. However, refusal of cookies may hinder the use of Lucky Games Limited's website and services.
Protection and storage of personal information
In this Privacy Policy, the term "personal information" refers to information that is related to a specific individual and can be used to identify that individual. If it contains information that is anonymized so as not to identify a specific user, it is not regarded as personal information.
We store and process your personal information on our computers in Singapore and computers at various customer service centers and operation support centers around the world. In addition, we will carry out physical, electronic and procedural safety measures to protect your personal information. We take safety measures on computers such as firewalls and data encryption, control physical access to our buildings and files, and allow access to personal information, in order to carry out the duties in charge, To employees who need it.
Use of collected personal information
The primary purpose of collecting your personal information is to provide a safe, smooth, and efficient environment for each customer. In response to this, we will use your personal information for the following purposes.
Run transaction and send notification about customer's transaction.
Confirm your identity during processing such as account creation and password reset.
Solve disputes, collect fees, and solve problems.
Manage risk or detect, prevent, and / or rectify fraud or other potential ban / illegal activity.
Detect, prevent, or correct violations of policies and applicable user contracts.
Offer customer customer service.
Improve Lucky Games Limited service by customizing customer's experience.
Measure the performance of Lucky Games Limited service and improve content and layout.
Manage and protect the information technology foundation of Lucky Games Limited.
Provide target marketing and advertisements, provide service updates, and distribute announcements of campaigns based on communication means specified by customers.
Contact customer by phone, text message (SMS), or e-mail to the customer under the conditions approved by our user agreement.
Perform a review of creditworthiness and payment ability, compare and examine the accuracy of information, and verify it with a third party institution.
Marketing
Our company sells and rents your personal information to third parties other than the companies of our group companies for the purpose of marketing of those third parties without your explicit consent There is nothing to do. We collect information of customers and information gathered from other companies into one and use that information to provide Lucky Games Limited's services, contents, and advertisements tailored to the individual customer's use, and its quality · We will strive to improve the effect.
Share personal information with other Lucky Games Limited users
In order to process payment, we need to communicate your personal information to the individual or company that you pay. Your contact information and registration date will be provided to other Lucky Games Limited users trading through Lucky Games Limited. Also, if you use a third party to access Lucky Games Limited's service, you may share this information and other information with that third party. As long as you do not agree, this third party agency can not use this information for purposes other than making Lucky Games Limited service available.
When you purchase goods and services and pay through Lucky Games Limited, we may provide your verified credit card billing address to the seller so that we can complete transaction with the seller. Sellers can not sell their services using this information unless you agree with them.
We cooperate with third parties such as merchants, so that we can exchange payments using Lucky Games Limited with you or to encourage the use of Lucky Games Limited. Therefore, when you try to make payment to a merchant or payment via a third party, customers and third parties may share information about customers such as e-mail address and mobile phone number. These information will be used to confirm that you are a Lucky Games Limited member and that you can enable Lucky Games Limited as a payment method.
However, regardless of the above, the credit card number will not be disclosed to the person whom you made payment through Lucky Games Limited or a third party that provides or uses the Lucky Games Limited service. In addition, if you explicitly authorize, in order to comply with credit card association rules, effective regulations, law enforcement requirements, or separately requested by law and to cooperate with ongoing law enforcement agency surveys , In cases where information disclosure is requested, this is not the limit.
Personal information sharing with a third party
We may share your personal information with the following third party:
Lucky Games Limited We share information of each customer with each company of a group company, and provide joint content, products and services (registration, transaction, customer service etc). We will also use it to make decisions concerning illegal potential actions and violations of our policies and to decide on the products, services and communications of group companies. Group companies will use this information to deliver marketing communications to customers only when they request service.
In the event of a merger or acquisition, we will require companies that plan to merger or acquire according to this Privacy Policy on your personal information. We will inform you in advance if your personal information is used contrary to this privacy policy.
However, personal information will be shared with law enforcement agencies, government agencies, or other third parties in the following cases:
In case you are forced to disclose information by subpoena warrant, court order, or similar legal proceedings.
In case you need to disclose information to comply with laws and credit card association rules.
If you are cooperating with an investigation of an ongoing law enforcement agency.
In good faith believing that it is necessary to disclose personal information in order to avoid physical harm or economic loss, to report actions suspected to be illegal or to investigate violations of the User Agreement If.
Other external third parties are shared for the following purposes.
Fraud prevention and risk management: Avoid fraud and evaluate and manage risks. For example, when you use the Lucky Games Limited service to buy or sell goods with our affiliate (hereinafter referred to as "affiliated company"), protect your account from fraudulent transactions, if an illegal transaction is detected in your account Account information will be shared for warnings, credit risk assessment, etc. 
Also, if Lucky Games Limited sets holds or other restrictions on your account based on objections, claims, chargebacks, or other merchandising scenarios, as part of fraud prevention and risk management efforts, Account information will be shared with affiliated company. In addition, as part of fraud prevention and risk management efforts, Lucky Games Limited may share account information with affiliates to operate programs that evaluate buyers or sellers.
Customer service: It is shared to provide customer service, including support for account use and resolve dispute (billing process and transaction related).
Shipping: Shared to provide shipping delivery and related services using Lucky Games Limited.
Compliance: It complies with the obligation to verify the prevention of money laundering and terrorist financing.
Service provider: Allows a contract service provider to support part of our business operations such as fraud prevention, payment collection, marketing, customer service, technical service and so on.
Third party that the customer has authorized or has instructed to share information.
Please note that these third parties may be based in countries where the law on handling personal information is moderate than in your country.
If you use the Lucky Games Limited service directly on a third party website or via a third party application, the information you entered on that website or application (if you have entered it directly with the Lucky Games Limited service No) will be shared with the owner of the third party website or application and your information will be subject to the third party's privacy policy. Lucky Games Limited is not responsible for the handling of such third party content or information.
Transfer of personal information overseas
Lucky Games Limited adequately protects your personal information regardless of where you store your data, so that you can properly protect your personal information when transferring data overseas, including outside the European Economic Area We are working with full power.
Using login with Lucky Games Limited
Login with Lucky Games Limited is a tool developed to improve customer's experience on the Internet. Logging in with Lucky Games Limited simplifies and simplifies the account opening and login process when using a third party website. In addition, we will improve the customer experience on those sites. 
When logging in with Lucky Games Limited, you do not have to create multiple usernames and passwords for each web site you visit, you can sign in with existing Lucky Games Limited login information on participating sites. When login is used with Lucky Games Limited, you agree that we will share the information listed in the login agreement screen or login account settings with your Lucky Games Limited with Lucky Games Limited, with our participating website . Information that allows you to share Lucky Games Limited with third party websites is based on each third party's terms of service and privacy policy. For this reason, we encourage you to review each third-party policy.
Access and modification of personal information
You can review and edit your personal information at any time by logging in to your account and going to the "Personalization" section of the website. You may also cancel your Lucky Games Limited account. We will mark your account as "Canceled" in the database. However, personal information from your account, subject to the requirements of the law or to the extent permitted, to resolve the objection, to resolve the problem, to assist in the investigation, to prevent fraud, to enforce our user agreement, or to take other action It may be kept for a certain period to take.

